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2.3 The 7 Steps of Cyber Attack
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Reconnaissance: n1sinudeyavesdvuneneunislaus
Weaponization: ¥iisiangsyuukasiasesdefimunvauiumune
Delivery: dupsosiionislaudludadnune

Exploitation: 3uangssuuiinng

Installation: Anssfawasuurssstmnaiieressumdmnuenines

Command & Control: nswawsalugunsaaimuney Wearuaugunsal
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Action on Objectives: aitiiun1sanutdinane

2.4 HTTP Status Codes
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3.3.3 9N
ozund agvimihiidudugfiines aungiidenldinszannsaldauling
warldnude Sniadminillefivomihemeluladfdva ddnveayn 1dwanuTusunsdu
Uszdnagum
3.3.4 in3esilailsunwlusunsy
Jva agdle 1n WueTosdiolunsiaunlusunsy awgidenldings
anansoldanldns Wuifen 19auie uaraunsnfndsdiuaiy (Extensions) ietaely

AsHaLlUsENSUTREN L0 AETU wazaINaneN1E)

3.4 YUADUNITWAIUN

[

JUNDUNITWAIUT TRall

v a s & o [ (% < v < . al 2 < 13
L4 ﬁﬁ’mlﬁﬂiwwaiaqﬂill'ﬂﬁl,ﬂ“Ui']Ui'JlISU'P]@aljaa@ﬂ (Linux) ﬂ']ﬁLiElﬂi‘?N’]UL'J‘UVLGUG]

(Centralize log server) 31n@snLaaslaatoudvasdinueayn lngld Rsyslog was

[

MySQL #3n15Rnns kag Config Iila Hadswiies il

' [
[ Y

ANEIN1TANAY Rsyslog thag MySQL

sudo apt install rsyslog

sudo apt install rsyslog-mysgl mysql

rsyslog.conf (/etc/rsyslog.conf)

module(load="imuxsock") # provides support for local system logging

#module(load="immark") # provides --MARK-- message capability
# provides UDP syslog reception
module(load="imudp")

input(type="imudp" port="514")

# provides TCP syslog reception




module(load="imtcp")

input(type="imtcp" port="50514")

#Custom template to generate the log filename dynamically based on the client's IP address.

Stemplate ReminputLogs, "/var/log/remotelogs/%FROMHOST-IP%/%PROGRAMNAME%.log"

** ?ReminputLogs

# provides kernel logging support and enable non-kermnel klog messages

module(load="imklog" permitnonkernelfacility="on")

HEHHHBHHHBHHRRHHBHHH B H B
#### GLOBAL DIRECTIVES ####
HAHHHAHHHBHHRHHH B H B H B

# SAllowedSender - specifies which remote systems are allowed to send syslog messages to
rsyslogd

SAllowedSender UDP, 10.101.106.0/24, [::11/128, * kku.ac.th, ** kku.ac.th

SAllowedSender TCP, 10.101.106.0/24, [::1]/128, * .kku.ac.th, *.* kku.ac.th

# Use traditional timestamp format.
# To enable high precision timestamps, comment out the following line.

$ActionFileDefaultTemplate RSYSLOG_TraditionalFileFormat

# Filter duplicated messages

SRepeatedMsgReduction on

# Set the default permissions for all log files.
SFileOwner syslog

$FileGroup adm

SFileCreateMode 0640

SDirCreateMode 0755

SUmask 0022

SPrivDropToUser syslog

$PrivDropToGroup syslog
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# Where to place spool and state files

SWorkDirectory /var/spool/rsyslog

# Include all config files in /etc/rsyslog.d/
SIncludeConfig /etc/rsyslog.d/*.conf

mysqgl.conf (/etc/rsyslog.d/mysqgl.conf)

module (load="ommysql")

** action(type="ommysqgl" server="localhost" db="Syslog" uid="xxxxx" pwd="xxxxx")

ufw firewall

514/udp ALLOW 10.101.106.0/24
50514/tcp ALLOW 10.101.106.0/24

Helratoud dsdenluiiviiniendsvesdmsuiiunusudoyaden lnsad1alndde fu-

N o

Log.conf‘ﬁ path /etc/rsyslog.d/ % Config 1w Rsyslog umﬁ

module(load="imfile")

input(type="imfile" File="/var/\log/repair-docker/access.log" Tag="repair-access"
ruleset="remote")

input(type="imfile" File="/var/log/repair-docker/error.log" Tag="repair-error" ruleset="remote")
input(type="imfile" File="/var/log/auth.log" Tag="auth" ruleset="remote")

input(type="imfile" File="/var/log/rkhunter.log" Tag="rkhunter" ruleset="remote")

ruleset(name="remote"){

# action(type="omfwd" target="10.101.106.224" port="514" protocol="udp")
** @10.101.106.224:514

}
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logrotate.conf (/etc/logrotate.conf)

# rotate log files weekly

Daily

# keep 4 weeks worth of backlogs
rotate 91

=] donbawornphat@10.101.106.224:2210 - Bitvise xterm

= ca

[

Mar
Apr
Mar
Mar

=
o

)

)
Wnogo =

Apr
Sep
Mar
Mar
Mar 24 % | 28 5.159 |

=
o

o 3 v I3 ac ¢ o w
AN 3.2 ﬂ’]iLﬂ‘Ui'ﬂUi’JﬂJ%@iﬂaa@ﬂﬁmﬂL%iWL?@ﬁm@anUﬂW@ﬁl‘m

B Host: localhost Database: Syslog2 [ Table: SystemEvents Data p» Query

Syslog2.SystemEvents: 771,542 rows total (approximately), limited to 1,000 » Next & Showall W Sorting W Columns (9/9) W Filter
i) ReceivedAt DeviceReportedTime Fadlity Priority FromHost Message InfoUnitID SyslogTag
XY 2023-10-05 17:16:01 2023-10-05 17:16:01 16 5 lbra204

52,846,772 0-05 1 202 2! 16 S

52,846,773 2 5

52,846,774 2 s

52,846,775 1 5

52,846,776 0 5

52,846,777 16 s

52,846,778 10-05 17 i 5

52,846,779 1005 17:16:07 1% 5
n 52,846,780 -10-05 17:16:08 16 1

52,846,781 16 5

52,846,782 16 5

52,846,783 15 5

52,846,784 1 5

52,846,785 2 s

52,846,786 2 s

52,846,787 2023-10-05 17:16:12 2 5

52,846,788 2023-10-05 17:16:20 1 5

i 3.3 nMstuiindeyaadlugiudeya MySQL
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o Anw sUuuUm&s Keyword mslaudivledaindeyadenlugiudeya drefiviules

v A

Yoatheeugn Hacker 1auf Weatuil 1 furay - 30 Wwwgu 2566 Wuil Keyword
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P~ PN i & a & s o :4'
M990 3.2 Keywords VlLﬁﬂﬂﬁaﬂqigﬂimusﬂUWGUﬂqﬁi‘ﬂﬂJﬁL'J‘U‘l"?fﬁ] AMTUIUINYNT LLaLUD

Fumeunislawd

aau Keywords IUIUTIWATT Funaunslaud
1 Fuzz Faster U Fool 39,458 Weaponization
2 union 3217 Exploitation
3 document.domain 1425 Weaponization
4 script% 1213 Weaponization, Delivery
5 .sh 748 Delivery, Installation
6 alert( 711 Weaponization
7 nmap.org 126 Reconnaissance
8 sqlmap.org 98 Exploitation
9 <script 94 Weaponization, Delivery
10 document.cookie 55 Weaponization
11 shells.php 22 Delivery, Installation

10.101.109.132 - - [19/Mar/2023:07:02:30 +0000] "GET /send.php?a_id=\"{<script§2@salert(String.fromCharCode(88,83,83))</script>
HTTP/1.8" 208 676 "https://lib.kku.ac.th/send.php?a_id=\"><script palert(3tring.fromCharCode(88,83,83))</script>” "Mozilla/5.9
(Windows NT 18.8; WOW64; Rv:58.8) Gecko,/28188181 Firefox/58.8"

167.86.117.13 - - [23/Apr/2023:12:14:16 +8708] "GET /?p=14768MPPt=3938%20AND%201%3D1%20UNION%20ALL%20SELECT%201%2CNULL%2C%27%

3 Ealert®28%22X55%22%29%3(%2Fscript¥3E%27%2Ctable_nameX28FROMY20information_schema.tablesX%20WHEREX282%3E1 - -%2F%2A%2A%IFH
3BX20EXECK20xp_cmdshell®28%27cat®20. .%2F. . %2F. . X2Fetc¥2Fpasswd®27%29%23 HTTP/1.0" 200 25127 “https://kkudatabase.kku.ac.th/"
"Mozilla/5.8 (X11; U; NetBSD alpha; en-US; rv:1.8.1.6) Gecko/20880115 Firefox/2.8.8.6"

188.119.13.77 - - [23/Mar/2023:22:03:17 +0000] "GET /?p=23&LCam=8952%20AND%201%3D1%2PUNIONA20AL L %20SELECT%281%2CNULL%2C%27%
3Cscript¥3Ealert®28%22X55K22%29%3CK2Fscripti3EX27%2Ctable_nameX28FROMX20information_schema.tables¥20WHEREX202%3E1 - -X2FX2AX2AX2FY

3BX20EXECK20xp cmdshellX28%27catk20. . %2F. . X2F. . X2Fetc¥2FpasswdX27%29%23 HTTP/1.8" 28@ 11362 "-" "sqlmap/1.7.3#stable
(etps: / [sqInsp-ore]

143.42.28.195 - - [12/Apr/2023:07:08:24 +B008] "GET /wp-admin/admin-ajax.php?action=cdaily&callback=<script>alert|document.cookie]
</script>&subaction=cd_dismisshint HTTP/1.8" 280 2487 "-" "Mozilla/5.8 (Windows NT 6.3; Win64; x64) ApplelebKit/537.36 (KHTML
like Gecko) Chrome/37.8.2049.8 Safari/537.36"

143.42.4.213 - - [18/Apr/2023:00:31:02 +0000] "GET /phymyadmin/ HTTP/1.8" 200 18828 "-" JFuzz Faster U Fool|vl.5.@-dev”

A7 3.4 e Keywords anndenitdsasienisgnidluduneunislaumiivled
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sudo apt update
sudo apt install pip
pip install mysql-connector-python

lAnn1sAuAUTeLAKATaBIa Y8 query-send-email.py

#l/usr/bin/python
import smtplib

import mysgl.connector

mydb = mysgl.connector.connect(
host="localhost",
user="xxxxx",
password="xxxx",

database="Syslog"

mycursor = mydb.cursor()

sqgl = "SELECT * FROM SystemEvents \
WHERE (ReceivedAt > now() - interval 5 MINUTE) AND \
(Message Like '%\" 200 %") AND \

(Message Like '%Fuzz Faster U Fool%' OR \
Message Like '%union%' OR \

Message Like '%document.domain%' OR \
Message Like '%script\%%' OR \

Message Like '%.sh%' OR \

Message Like '%alert(%' OR\

Message Like '%nmap.org%' OR \

Message Like '%sqglmap.org%' OR \
Message Like '%<script%' OR\

Message Like '‘Y%edocument.cookie%' OR \
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Message Like '%shells.php%' ) \
ORDER BY ID DESC \
Limit 10"

mycursor.execute(sql)

myresult = mycursor.fetchall()

sender = 'MiniSIEM-Robot@kku.ac.th'

receivers = ['kanome@kku.ac.th']

message = ""From: <MiniSIEM-Robot@kku.ac.th>
To: <kanome@kku.ac.th>

Subject: Urgent!l Alert your website was hacked.

Hi Dear,\n\nl have detected logs that are suspected to be hacked :\n

i=0
for x in myresult:
message += (str(x)+"\n\n")

if stri=":i+=1

message += "\n\nPlease check your website now.\n\nRegards,\nMiniSIEM-Robot"

def sendemail():

try:
smtpObj = smtplib.SMTP('smtp.kku.ac.th', 25)
smtpObj.sendmail(sender, receivers, message)
print ("Successfully sent email")

except SMTPException:

print ("Error: unable to send email")

if i > 0:
sendemail()
else:

print("Not found attack!!")
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TAnnssuansuAlnmeu e runpy-query-attack.sh

sudo python3 /home/donbawornphat/query-send-email.py

1An Contrab Suar3udvn 9 5 wi¥l

*/5 * * * * sh /home/donbawornphat/runpy-query-attack.sh

« 8 0 ® 8 0 & ®m D

nanse < > v

@ MiniSIEM-Robot@kku.ac.th 46680625 (3 Tufisman)  ¥r
@  Hello. | have detected an abnormal log, please check : (52929083, datetime.datetime(2023, 10, 6, 6, 22, 48), datetimedatetime(2023, 10, 6, 6, 22, 48), 16, &

@ MiniSIEM-Robot@kku.ac.th 4.6 6.8 09:00 (3 Tufttinan)  Fr
@ (52955411, datetime datetime(2023, 10, 6, 8, 55, 25), datatime datetime(2023, 10, 6, 8, 55, 25), 16, 5, libra204’,* 10.101.109.132 - - [06/0ct/2023:01:65:25 +

@ MiniSIEM-Robot@kku.ac.th 4.66.8.00:40 (3 Tufismon) ¥
@ (52962236, datetime datetime(2023, 10, 6. 9, 39, 8), datetime datetime(2023, 10, 6, 9, 39, 8), 16, 5. libra204,* 10.101.109.132 - - [06/0ct/2023:02:39:08 +00

@  MiniSIEM-Robot@kku.ac.th A.6AA. 0945 B TuiHman) W €

@ n-

R donaw + > o v wadaanu Dadmdu: dange x

Hello,

I have detected an abnormal log, please check -

(52963220, datetim: 10, 6.9, 41, 8), datetime datetime(2023, 10, 6, 9, 41, 8), 16, 5. libra204",* 10.101.109.132 - - [06/0ct/2023-02:41:08 +0000] "GET /cadkar/ HTTP/1.0" 200 655 "https:/lib kicu a Jist php?cat_id=%3Cscript%
3Ealent(1)%3Cscript%3E" "Mozilla/5.0 (Windows NT 10.0; Win64: x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/117.0.0.0 Safari/537.36™, 1, lib-access’)

(52963219, datetime. 10, 6. 9, 41, 8), datetime.datetime(2023, 10, 6, 9, 41, 8), 16, 5. libra204", * 10.101.109.132 - - [06/0ct/2023:02:41:07 +0000] "GET /launchpad-list. php?cat_id=%3Cscript%3Ealert(1)%3Cscript%3E HTTP/1.0" 200 5626 "
"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrame/117.0.0.0 Safari/537.36", 1, lib-access)

Thank you.
MiniSIEM-Robot

AN 3.6 NTUILAOUAALATEUUNIBLUE WIBNTIINUNITLANA
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